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Preface

Preface

Welcome

Thanks for choosinghe UC120-1V1S10 Universal GatewayWe hope you will make full

use of this ricHeature gateway. Contact us if you need any technical support:
86-755-26456110/112.

About This Manual

This manual provides information about the introduction of the gateway, and about how to
install, configure or use the gateway. Please read this document carefully before install the
gateway.

Intended Audience

This manual is aimed primayikt the following people:

Users
Engineers who install, configure and maintain the gateway.

Revision Record

Document Name Document Version Firmware Version

UC120-1V1S10 Universal Gatewa V1.0 (2019/11/25) 2.55.14
User Manual V1.0

Conventions

Gateway o device mentioned ithis document refers to the UGE2V1S10 gateway. Those
words inblueare the contents that users need to pay attention to.
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1 Product Introduction

Product Introduction

1.1 Overview

The UC120-1V1S10 gateways a multifunctionaland allin-one gateway, which integrates
voice service(MoLTE, VoIP andPSTN and data servich TE 4G/WCDMA 3G). It provides
three interfaces (including LTE, FXS and FX@)fering seamless connectivity t9oIP
Network, PLMN and PSTN.

Based on SIP, UCD21V1S10 not only catinteract with IPPBX, sftswitch and SIPbased
network platforms, but also supports typeSMEDMA/LTE frequency ranges, thus meeting
the worldwide requirements about the mobile network.

Besides, the gateway has buitWiFi and highspeed data handling capacity, allowing aser
to enjoy highspeed internet surfing through WiFi or LAN ports.

UC120-1V1S10is ideally suitable for personal use. Meanwhile, it is perfect for small and
micro enterprises, offering higpeed internet access, good voice service and message
service.

1.2 Application Scenario

The application scenario &fC120-1V1S10universal gateway is shown as follows:

Figurel-1 Application Scenario of UC120V1S10

= Internet

Extension Uc120-1v1510

27—

Extension

SIP = — -
LAN 5. comm
7
WiFi -
FXS S
SIP Server =
.ITII \ \D-
Be
PC Analog Phone Laptop
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1 Productintroduction

1.3 Product Appearance

Front View:

DCtav
) We!

' PWR  WAN Port0 WiFi

S | 2 ¢ ‘e
b o e ]
-

oo RST o= AUN AN Port1 LTE : y Port0  Port 1

BackView:
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1 Productintroduction

1.4 Description of Indicators

Indicator Definition Status Description
Off There is no power supply or pow
PWR Power Indicator supply is abnormal.
On The UC1D device is powered on.
Slow The devie is initialized successfull
Flashing | and is running normally
RUN Running Indicator on The device is being initialized.
Off The device is not running normally
Fast e .
Flashing WiFi is in normal running.
WiFi WiFi Indicator Off WiFi is disabled or WiFi is faulty
On The WiFimodule malfunctions
Slow The FXS port is initialized
Flashing | successfully and im idle status
EXS EXS In-use Indicator on The FXS port is in ofhook (in-use)
status.
Off The FXS port is faulty
Fast The FXO pmrt is connectedwith
Flashing | PSTN line and is in idle status
Slow The FXO port has yet to b
Flashin connected with PSTN line, but is
FXO FXO In-use Indicator ashing |\, 5ymal status.
The FXO port is currently occupie
On
by a call.
Off The FXO port is faulty.
Network does not work or networ
. Off cable is not connectedo the
WAN/LAN | Network — Connetion WAN/LAN port..
Indicator
Fast :
: Network is successfully connected
Flashing
(1) LTE indicator
(2) Strong signaling indicator
(3) Weak signaling indicator
When these threiadicators are all dull (off), it
meanghatthe VOLTE module does not exist.
SIM LTE 4G Indicator Whent_he LTE indicator fast flashgs gnd_at the
meantime, both the strong signaling indicator a
the weak signaling indicator are dull, it means t
VOLTE module malfunctions.
WhentheLTE indicator is on, and at the
meantime, both the strong signaling indicator a
the weak signaling indicator are dull, it means t
the VOLTE module works normally but no SIM

UC1201V1S10 User Manual

Copyright©20112019 Dinstar 3



1 Productintroduction

inserted.

WhentheLTE indicator is on, and at the
meantimehe strong signaling indicatas dull
and the weak signaling indicatiast flashesit
means that the VOLTE module works normally
butthe SIM card is faulty.

When the LTE indicator is on, and at the
mearime, the strong signaling indicator is dull
and the wak signaling indicator slow flashes, it
means that both the VOLTE module and the SI
card work normally and the SIM card is being
registered/dialed.

When the LTE indicator is on, and at the
meantime, the strong signaling indicator is dull
and the weakignaling indicator is on, it means
that both the VoLTE module and the SIM card
work normally and the SIM card can be
registered/dialed properly.

When thee three indicators are all on, it meang
that both the VoLTE module and the SIM card
work normally an the SIM card can be
registered/dialed properly.

1.5Features & Functions
1.5.1Key Features

FXS/FXOLTE interface on a single gateway

Send/receive calls frotdilE and fromPSTN/PLMN via FXO

Flexible dial plarand routingstrategiedased orime, numbeandsoure IP etc
IVR Customization

Support igh-speed NATorwarding andViFi hotspot

Serve as VPN client

Support voice mail and call recording

Built-in SIP server, support up 68SIPextensionsand15 concurrent calls

Userfriendly web interface, multiple magement ways

1.5.2Physical Interfaces
FXS Port: 1
FXO Port: 1
USB port: 1

UC1201V1S10 User Manual Copyright©20112019 Dinstar 4



1 Productintroduction

SIM Slot: 1

SD Slot: 1

Network Poft 1 WAN Port & 1LAN Port§ 10/100 Basd RJ45
WiFi' 2.4Ghz 802.11n

1.5.3Voice Capabilities
\oIP Protocols: SIP over UDP/TCP/TLS, SDP, RTP/SRTP
Codecs:G7H4/ ¢ | aw, G. 7@/32 1, G. 729A/ B
Silence Suppression
Comfort Noise Generator(CNG)
\oice Activity Detection(VAD)
Echo Cancellation: G.168 with up to 128ms
Dynamic Jitter Buffer
Adjustable Gain Control
Automatic Gain Control AGC”
Call Progress Tones: Diabfie, Ring Back Tone, Busy Tone
FAX: T.38 and Pasthrough
NAT Traversal: STUN/UPnP
DTMF: RFC2833/Signal/lnband

1.5.4FXS
FXS Connector: RJ11
Caller ID:Bellcore Type 1&2ETSI, BT, NTT andDTMF
Answer and Disconnect Signaling: Answer, Disconnect, Busy Tone
Polaity Reversal
Hook Flash
1.5.5FX0O

FXO Connector: RJ11
Caller ID: FSK and DTMF
Polarity Reversal

Answer Delay

Busy Tone Detection

No Current Detection

UC1201V1S10 User Manual Copyright©20112019 Dinstar 5



1 Productintroduction

1.5.6Software Features
Ring Group
Routing Groups
Caller/Called Number Manipulation
Routing Basd on Time Period
Rouing Basel on Caller/CalledNumberPrefix
Routing Basd on Source Trunks
Dial Rules
Failover Routing
FXO Impedance Auto Match
IVR Customization
Auto Attendant Function
CDRs

1.5.7Supplementary Services

Call Forwarding” Unconditional/Busy/No Reply
Call Waitingand Call Holding

Call Transfer (Blind & Attended)

Call Quaiing

Intra-group Pickup

Auto-answer

Hotline

No Disturbing

\oice Malil

Threeway Conversation

1.5.8Environmental
Power Supply: 12VDC, R
Power Consumptin: 18W
Operating Temperatur® N ~45 N
Storag Temperature20 N ~80 N
Humidity: 109%690% (Non-Condensiny
Dimensions 260x180>X35mnm  W/D/H™
Weight 1.0kg

UC1201V1S10 User Manual Copyright©20112019 Dinstar 6



1 Productintroduction

1.5.9Maintenance

Web GUI for Configuration

Telnet Management

ConfigurationRestore & Backup

Multiple Languages

Firmware Upgrade: support HTTWTTPSTTFTP/FTP
Auto Provision

CDR Query and Export

Syslog Query and Export

Network Tools Ping, Traceroute and Nslookup
Flow Statistics: TCP, UDP, RTP

Network Capture

UC1201V1S10 User Manual Copyright©20112019 Dinstar 7



2 Quick Installation

Quick Installation

2.1 Installation Attentions

To avoid unexpected acedt or devie damage, please tethefollowing instructions before
youinstallthe UC120-1V1S10Ogateway.

The adapter ofthe gatewawycceptDC inputvoltageof 12V 2A. Please ensure stable
and safe power supply;

To reduce the interference to telephone calls, plesgmratepower cables from
telephone lines;

To guarantee stable running of the gateway, please make sureethastanough network
bandwidth;

For better heat dissipationlepse place the gateway on a flat surface and dpileotip
with other devices;

If WiFi is enabled, please ensure the Wiiintenna are well connected with the gateway

If you want the gateway to communicate with the LTE network, please insert an SIM card

2.2Installation Steps

Connect WiFi antenna tine WiFi antenna interfacef the géeway, and then connect the
LTE antennato WiFi antenna interfaces.

— —
WiFi Antenna LTE Antenna
Df‘-l?':-" O PWR WAN Pordd WiFi uc120
WPS O O 0 O A N
I\_'I O O O I 9 4 | Y | r
RET RUM LAM Part1 LTE WAk LAMN Fortl Porti

Connect the power adapter to the power jack;

Connect telephone line to the FXS port and connect PSTN line to the FXO port;

UC1201V1S10 User Manual Copyright©20112019 Dinstar 8



2 Quick Installation

Connect network cable to the LAN port(s) and WAN port (plea$er to 2.3 Network
Connection);

Insert a SIM card to the SIM s|awith the chip facing down

2.3Network Connection

UC1201Vv1S10works in two network modes: route mode and bridge mode. When it is under
the route mode, the IP address of WAN port must Herdifit from the IP address of LAN
port. But when it is under the bridge mode, the IP address of WAN port and that of LAN port
are the same.

2.3.1Network C onnection Diagram under Route Mode

Under the route mode, the default IP address of WAN port is a DHCRIi&sadwhile the
default IP address of the LAN port is a stati@tleiressnamely192.168.11.1

Figure 2-1 Network Connection Diagram under Route Mode

AN

 Internet )
\ DC12¥ PWR WAN Portd WiF __UC120
\—""h‘,_/ o~ | WPS c 0 0 0] [ h i
I o o olo iy
—— RST RUN LAN Port1 LTE WAN  LAN Portl Porll
192.168.1.XXX | | |192.168.11.1
Network Cable | : | | Network Cable
: 192.168.11. XXX

Router/Switch Switch PC

Different Network Segment &g

Note: ThelP address oL AN port of the @gteway andhe IP address of P@ust be athe
same network segmenthile that ofWAN port is at a differenbetwork segment

2.3.2Network C onnection Diagram under Bridge Mode

Under the Bridge mode, the IP address of WAN port is the same with that of LAN port.
Generally, when the gateway works under the bridge mode, the IP address of the gateway has
been modified. In the following diagram, it is assumed that the IP address has been modified
into 172.16.80.1.

UC1201V1S10 User Manual Copyright©20112019 Dinstar 9



2 Quick Installation

Figure 2-2 Network Connection Diagram under Bridge Mode

yd AN

DC12¥ Q)  _ PWR WAN Portd WiF ] ‘UC_:'l?U
| wes ©c © 0o 0o |'| “I
) [
Yo o o ol k™

— RsT RUN_LAN Port1 LTE WAN LAN  Parll Port

192.168.11.1 192.168.11.1 :
Network Cable Network Cable

~ Internet )

192 .1 11. XXX
Switch 92.168 PC

—t

Router/Switch

Same Network Segment

Note: The IP address of PC and that\WWAN port of theUC1231V1S10gatewayare at the
same network segment.

2.4 Connect Gateway to Network

The above network diagrams show how to connect the gateway torkdtweigh network
ports. In fact, the gateway can also be connected to network through WiFi.

2.4.1Connect Gateway to Network via Network Port

Please connect théC1201V1S10gateway to networkccordingo the network diagrams in

Section2.3 Network Connection. Then connect a telephone to the FXS port. Dial *158# to
query the IP address of LAN port. Modify the IP address of PC to make it at the same network

segment of LAN port of the gateway.

You are also allowed to log in the gatey by using the WAN PORT, but you need to

2.4.2Connect Gateway to Network via WiFi

Connect power source to the gateway, and then use a laptop to search the SSID of the gateway.

The default SSID is domain_the last six characters of the Mac address, for exarhge
mac address is F80-3D-59-09-A3, the default SSID is domain_5909a3.

By default, there is no password for WiFi, and the BniDHCP server is turned on.

UC12061V1S10 User Manual Copyright©20112019 Dinstar 10



2 Quick Installation

2.4.3Preparations for Login

Modify the IP address of the PC to make it at the same networkeségwith the
UC1201V1S10 gateway, since the default IP address of LAN port of the gateway is
192.168.11.1.

Check the connectivity between the PC andud201v1S1Q Click Start A Run of PC
and enter cmdo execute®ping 192.168.11dto check whether thIP address of LAN port
runs normally.

2.4.41Lo0g In Web Interface r

Open a web browsend enter the IP address of LAN port (tefault IPis 192.168.11.1
Then the login GUI will be displayed.

You also can enter the IP address of WAN port, l@atréquiredto modify the IP address of
PC to make it at the same network segment with that of WAN port.

It is suggestethatyou should modify the username and password for security consideration.

Figure 2-3 Login GUI of UC120-1V1S10

DINSTAR

F- Usemame

By default, the username is admin, while the password is admin@123#. After entering
username and passwortick Login to enter into the web interface.

Under some circumstancedggin of the Web will bdimited

For three consecutive logfailures, you need to slide validate your user account

Failing to log in the Web foten timesconsecutivly, the IPaddress of th&/C120device
will be put into the blacklist, angou need toeseta newlP address for the device

Successfuldgin or devicerestartwill wipe out loginfailure record.

UC12061V1S10 User Manual Copyright©20112019 Dinstar 11



3 BasicOperation

Basic Operation

3.1 Methods to Number Dialing

There are two methods to dial telephone number or extension number:

Dial the called number and wait for 4 seconds for dialing timeout, or dial the called
numberdirectly (the system will judge whether the dialing is completed according to
Digitmap and Regular Expression dialplans).

Dial the called number and press #.

3.2 Call Holding

If acalling party places a call tocalled party which is otherwisngaged, andche called
party has the calholding feature enabled, the cadl party is able to switch to the new
incoming call while keeping the current chlblding on by pressg theflash button or the
flash hook

When the called party presstéflash button or th flash hookonce again, he or she will
switch back to the first call.

3.3 Call Waiting

If a calling party places a call tocalled party which is otherwissngaged, and the called
party has the call waitinfgature enabled, the calling party will hear a VR i Rleasehold
on, thesubscribeyoudialedi s kandghe éalled party will he#tiree beeps.

By pressingheflash button or the flash hopthe called party is able to switbletweerthe
new incoming call and the current call.

3.4Call Transfer

3.4.1Blin d Transfer

Blind transfer is a call transfer in which the transferring party connects the call to a third party
without notifying the third party.
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Example: A gives a call tdBand Bwantsto blindly transferthe call to C. Operation
instructions are as llows:

1. A dials the extension number of B;
2. The extension of B rings, and B picks up the phone. Then A and B go into conversation;

3. B presse$1 to trigger blind transfer (at the same time, A can hear the waiting tone). Then
B dials the extension number of(@nd up with # or wait for 4 seconds);

4. The extension of C rings, B hangs up the phone and C picks up the phone. Then C and A
goes into conversation.

Note:

On t h €ontrolAaFkdture Codipage, feature code service shouldibed

If B hears continuos busy tones after he dials the extension number of C, it means the call
has timed out.

3.4.2Attended Transfer

Attended transfer is a call transfer in which the transferring party connects the call to a third
partyafterhe confirms that the third party agse® answer the call.

Example: A gives a call t® and Bwantsto attended ransferthe call to C. Operation
instructions are as follows:

1. A dials the extension number of B;
2. The extension of B rings, and B picks up the phone. Then A and B go into coioversat

3. B presses2 to trigger attended transfer (at the same time, A can hear a waiting tone). Then
B dials the extension number of C;

4. Then one of the following situations will happen:

a. If the extension of C cannot be reached because the dialing/call leaksdiry C rejects
the call or C is busy, B will automatically switch to the conversation with A.

b. The extension of C rings (at the same time, B can hear a ringback tone). If B hangs up
the phone at this moment, A will continue to hear the waiting tonen & also hangs up

the phone, the extension of C will continue to ring. If C picks up the phone at this moment,
the call will end directly.

c. The extension of C rings and then C picks up the phone. C and B go into conversation,
and A will continue to heaa waiting tone. If ifs B that hangs up the phone at this moment, C
and A go into conversation. I C that hangs up the phone, B and A go into conversation.
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3.5Three-way Conference

When the FXS port of UC120 is the caller:

Stepl. A dials the number of Bnd B picks up the phone, and then A andy® into
conversation

Step2. A presses thia$h hookand then dial the number ofaiter hearing the dialing tone.

Step3. C pick up the phone, adind C go into conversation and meanwhile the call between
A and B is kept holding.

Step4. Then, if A presses the flash hook and sligl theconversatiorwill switch back to A
and B; if A presses the flash hook and dial 2 ,dbeversatiorwill switch to A and C; if A
presses the flash hook and dial 3, temvesationwill switch to A, B and C (threparty
conversation).

When the FXS port of UC120 is the callee:

Stepl.B places a call to A, and A picks up the phone after the phone rings. And then C also
gives a call to A (at the same time, A can hear a watiting).

Ster?. If A presses the flash hook and C go into conversation and meanwhile the call
between A and B is kept holding.

After that, if Adials 1, theconversatiorwill switch back to A and B; if A dial 2 , the
conversatiorwill switch to Aand C; if A diaté 3, theconversatiorwill switch to A, B and C
(threeparty conversation).

Step2 (optional). When C is calling A and B hands up the phone during the process, Aand C
will automatically go into conversation.

3.6 Switching Bwtween Two Calls

When theFXS port of UC120 is the caller

Stepl. A dials the number of B and B picks up the phone, and then A gl iBto
conversation

Step2. A presses thiaéh hookand then dial the number ofaiter hearing the dialing tone.

Step3. C pick up thehmne, andA and C go into conversation and meanwhile the call between
Aand B is kept holding.

Step4. If A presses the flash hook again, and the call will be switched back to A and B. If A
presses the flash hook once more, the call will be switched nd £a
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When the FXS port of UC120 is the callee:

Stepl.B places a call to A, and A picks up the phone after the phone rings. And then C also
gives a call to A (at the same time, A can hear a waiting tone).

Step2. If Apresses the flash hopR and Cgo into conversation and meanwhile the call
between A and B is kept holding.

After that, if A presses the flash hook again, and the call will be switched back to A and B. If
A presses the flash hook once more, the call will be switched to Aand C.

3.7 Description of Feature Code

UC1201V1S10provides convenient telephone functions. Connect a telephone to the FXS
port and dial a specific featicode, and you can query msponding information.

| Code Corresponding Function
*159 Dial *159 to inquiry WAN IP
*158 Dial *158 to inquiry LAN IP
*114 Dial *114 to inquiry phone number
*157* Dial *157*0 to set route mode; dial *157*1 to set bride mode
— Dial *150*1 to set IP address as static IP address; dial *150*2 to <
address as DHCP IP address
*152* Dial *152* to setlPv4 address, for example:
Dial *152*192*168*1*10# to set IPv4 address as 192.168.1.10
*156* Dial *156* to set IPv4 gateway, for example:
Dial *156*192*168*1*1# to set IPv4 gateway as 192.168.1.1
*153* Dial *153* to set IPv4 netmaskpr example:
Dial *153*255*255*0*0*# to set IPv4 netmask as 255.255.0.0
*111 Dial *111 to restart th&C120device
*51 Dial *51 to enable theall waiting service
*50 Dial *50 to disable the call waiting service
*1 Dial *1 to trigger blind transfer, foexample:
Dial *18000, and you can blind transfer to the extension number 80
*2 Dial *2 to trigger attended transfer, for example:
Dial *28000#, and you can attended transfer to the extension numb
8000
*72% Enable unconditional call forwarding sere. Example: Dial *72*8000,
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*73
*90*

*91
*92*

*93
*78
*79

*%*

*160*

Note:

and calls will be unconditionally forwarded to extension number 800
Disable unconditional call forwarding service

Enable therall forwarding on busservice. Example: Dial *90*8000,
and calls will be forwarded textension number 8000 when the called
number is busy

Disable thexall forwarding on busiservice

Enable thexall forwarding on no repfservice. Example: Dial
*92*8000, and calls will be forwarded to extension number 8000 wh

there is no rely from the called number
Disable thexall forwarding on no rep@service
Enable theNo Disturbingservice

Disable thelNo Disturbingservice

Pick up the ringing extension which is in the same ringgroup. Exam|
Dial**8000, and yal can take the incoming call ektensiomumber
8000

Dial *160*1# to dlow HTTP WAN accessDial *160*0# to deny
HTTP WAN access

A voice prompt indicating successfabnfigurationwill be given after each configuration
procedure. Please ¢t hang up until hearinipis voice prompt.

3.8Send or Receive Fax

3.8.1Fax Mode Supported

T.38

IP-based

T.30 PassThrough

3.8.2Explanation of T.38 and Pass-through

T.38is anlTU recommendation for allowing transmissionfaX overIP networksn real time.
Under he T.38 modeanalogfax signalis convertednto digital signal andax signal tone is

restored according to the signal of peer deviteder the T.38 mode, fax traffic is carried in
T.38 packages.
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T.38
Fax |— %

T.38

Gateway Gateway |——| Fax

Passthrough: Under the pasthrough mode, fax signatinot converted and fax traffic is
carried in RTP packetdt uses the G.711 A or G711U codacorder to reduce the damage to
fax signal

3.9Function of RST Button

Press the RST button for different time length, andud201V1S10device will execute
different function:

1. On the condition that the device is running normatisess the RST button f@& to 6
secondsthe login password of the deviceill be restored to the factory default, and the
network mode will become the route mode, with WAN address radatahrough DHCRnd
LAN IP address defaulted as 192.16.11.1. At the meanwiel&ccess ports of Http, Hitps,
Telnet and SSH are restored to the default settings.

Figure3-1 Default settings oHttp, Https,Telnet and SSH

Network / Access Control

Web Server

HTTP Port

Allow WAN access

HTTPS Port 443

Allow WAN access

Telnet
Enable )
Part

Allow WAN access

SSH

Port

Allow WAN access

[coxs [ son [ e
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2. On the condition that the device is runningrmally, press the RST button fd& to 12
seconds, and all configurations are restored to the default settings.

3. On the condition that the device is powered piféss the RST buttamd the WP ®utton,
and connect the UC120 gateway with power source. After @fbsecondsthe device will
wipe out all configurations, rebuild a file system and thetoad a firmware version (this
method is used in case of version fault).

3.10Query IP Address and Re store Default Setting

After connecting a telephone to the FXS port, you can dial *158 to ghef? taddress of
LAN port and dial *159 to query the IP address of WAN port.

If you want to restoréJC1201V1S10to default settings, you can press R®T button for 6
to 12seconds or you can configure it on the Web interface.

On the Web interface, clicBystemA Backup/Restore/Upgradeand then select the parts
(system, network or service) that need to be restored to default settingsR€ietand then
regart the device, and the selected parts will be restored to default settings.

Figure 3-2 Reset to Defaults

System / Backup/Restore

Reset to defaults ¢| System | Network ¢/ Service Reset

Choose backup files and download ¢| System ¥ Network #/ Service

Restore backup Choose File | Mo file chosen
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Configuration Wizard

4.1 Configuration Wizard

The following are the common ways to configuheUC1201V1S10gateway.

4.1.1UC120Regarded as Terminal and Registered to SIP Server

1.UC1201V1S10Registered to SIP Server

Add an SIP Trunk to SIP Server

\ 4

Enable Register for the SIP Trunk

\ 4

Add Inbound and Outbound Routes

2. FXS/FXO Port Registered to SIP Server

Add an SIP Trunk to SIP Server

A4

Enable Register for FXS/FXO Port and
Designate the Port to the SIP Trunk

Note: AlthoughdRegistebhas been enabled for FXS/FXO port, calls through FXS/FX® por
will take inbound and outbound routes as first priority. For outgoing calls, if outbound route
cannot be matched, then the registered SIP trunk will be selected. For incoming calls, if
inbound route cannot be matched, then the registered FXS/FXO fddrewilected.

Generally, local extension number is taken as first pyidoir call routing selection, followed
by DID, route and then registered port.
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4.1.20ther SIP Clients registered to UC120

Under this modelJC1201V1S10is regarded as an SIP Servere&ie an extension account
first on theExtension A SIP interface, and configure listening port on tAmfile A SIP
interface. Then, configure the IP address, extension account and listening port of
UC1201V1S10o0n SIP client.

Add Extension Account on
‘Entension -= SIP" Interface

l

Configure UC120 Information on
SIP Client

4.1.3UC120 Connected to PBX through Trunking

Add an SIP Trunk to PBX

\4

Add Inbound and Outbound Routes

4.1.4UC120Serving as VPN Client

Enable VPH Client on "Network =
VPHN' Interface

1

Configure Information of VPN Server
on ‘Network =VPHN' interface

1

Configure Information of UC120
on VPN Server
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Configurations on Web Interface

5.1Introduction to Web Interface

Modify the IP address of PC to make it at Haenenetwork segment with that of LAN port of
theUC1201V1S10gateway (thelefault IPof LAN portis 192.168.11.1

Open a web browsem the PC and then enter the IP address of LAN port. Chgfn, and
the login GUI is displayed. Botin¢ default username and passwordsaimin

The displayed logisUIl is shown as follows:

Figure 5-1 Introduction to login GUI

| |
System Performance
Device Model UC120-1v1310 CPU | 2 /100 (2%)
Device SN D800-0520-1314-0001 Filesystem [ 12164 kB /18240 KkF 7
Hardware 1D 4834-1308-2823 Memory NGS5/ 212964 kB (29%)
Firmware Version 2.55.1.4 2019-10-11 22:30:58 CST +0800
Local Time 2019-10-16 20:43:23
Uptime 4d1h55md2s
Cloud Server Disabled

Table 5-1 Introduction of Web Interface

Index Item Description

The name of the gateway can be edited on tHgystemA

1 UC120 s
Setting interface
2 Menu Bar The menu bar dffC12061V1S10
Unsaved All changes to the configuration of the gateway need to be

3 Changes saved. ClickApply to enter into the page to save the chang
g click Revertto retun to original configuration.

Detailed . ) L . .

4 The detailed configuration interface or display interface
Interface

5 Auto Refresh | The button can be enabled or disabled. If it is enabled, the
Button informationon theStatusA Overview/SIP/PSTN/Current
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Call interfaceswill be refreshed automatically

The role of the current user logging into the Web. And the
6 User Role fiexitd sign will pop up when the mouse moves overée You
can log out of the web from there

5.2 Status

The &Statu® meun mainly displays akinds of status information. It includes the following
submenus: Overview, SIP, PSTN, DHCP Client LMEN, ParkingLot, Current Call, CDRs,
Service performancend About.

5.2.10verview

Log in the Web interface d0C1201V1S1Q click Status A Overview, andthe following
interface will be displayed. On the interface, divice model, firmware version as well as
information about performance, WAN netwoNOLTE network, LAN network, WiFi and
DHCP server are shown.

Figure 5-2 Overview

System Performance

Device Model uc120-1v1510 CPU | 27100 (2%)
Device SN DB00-0520-1314-0001 Filasystem PEEEREEEEEN (55)
Hardware ID 4834-1308-2823 Memory EESHENE 212964 kB (31%)
Firmware Version 25514 2019-10-11 22:30:58 CST +0800

Local Time 2019-10-16 20:57:37

Uptime 4d2h9mhAbs

Cloud Server Disabled

WAN Network VOLTE Network

MAC Address F8-AD-3D-58-F7-1A Module READY

Type Static Siv Card SIM Mot Inserted

IP Address 172.19.1.121 Mode Auto fUnknown / Unknown
Netmask 25525525510 Carrier UNKMNOWN

Gateway 1721912 Signal

E;n:;zrred DNS 0.00.0 R IP Address 0.0.0.0

Prefered DNS server 0.0.0.0

Alt te DNS
arnate = Alternate DNS server

server
; . RX /TX (Per Second) 0 Bytes (0 Pkis.) /0 Bytes (0 Pkis.)

SS{C.GE);::IFEF DEFES I FESI DB RX /TX (Total) 0.00 B (D Pkts.) /0.00 B (0 Pkis.)

RX [T (Total) 424 MB (37748 Pkts.) /8.71 MB (169519 Pkis.)

LAN Network DHCP Server

MAC Address F8-AD-3D-508-F7-19 Status Enabled

Type Static Start Address 192.168.11.99

IP Address 192.168.11.1 End Address 192.168.11.198

Metmask 255.25525850 Gateway -

RX /TX (Per Second) 542 Bytes (4 Pkis.)/ 318 Bytes (1 Pkis.) Expires 12 Hours

RX/TX (Total) 40.81 MB (212139 Pkits.) / 5.46 MB (11130 Pkts.) Frefered DNS server -

Alternate DNS server
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5.2.2SIP
Click StatusA SIP, and the following interface will be displayed. On the interface,
information of SIP profile, SIP Trunk and SIP extension is shown
Figure 5-3 Status of SIP Profile, SIP Trunk and SIP Extension
Status / SIP
SIP Extension SIP Trunk SIP Profile
Index Name Listening Addr State Current Call Call In{FIm) Call Out{FT)
lan_default 192.168.11.1:5060 RUNNING 0 0/0 0o
2 wan_default 172.19.1.121:5080 RUNNING o 0/0 0/0
Table 5-2 Explanation of SIP Parameters
Belong To Parameter Explanation
Name The name of the SIP profile
Listening Address | The current listening address and port of SIP
Green color maas normal running, while red colq
Profile means listening address and port of SIP is
State unavailable.
There are two states :Running and Down
If heartbeat is enabled, option message will be
Heartbeat . o
to peer device (the peer device is reachable)
Green color means available, while red color
BT means abnormal, unavailable or prohibited.
Staus
There are five statuses: Running, Reged
Noreg/Up, TryingDown, FaitWait
Profile The profile that is used by the SIP trunk
Profile The profilethat is used by the SIP extension
SIP Extension Status SIP extension is registered or not.
There are two statuses: Registered. Unregisterg
5.2.3PSTN

On theStatusA PSTNinterface, information of FXS and FXO is shown. Green color means
available or registered, while redlor means abnormal, unregistered or prohibited.
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Figure 5-4 Status of FXS and FXO
Status / PSTN

FXS

Port Module State Parameter Status SIP Register Status Hook State
0 READY OK ONHOOCK
FX0
Port Module State Parameter Status SIP Register Status Hook State Line State
1 READY OK ONHOOK
VoLTE
Port Module State Channel State Phone Number  SIP Register Status Carrier Signal Talking State
2 READY Unknown Unknown = IDLE

If BIP Register Statds Registered it means FX&ndFXO have beeregistered to SIP
serveron theTrunk A SIP/FXO interfacerespectivelyFXS can also be registered to SIP
serveron theExtensionA FXS interface.

Table 5-2 Status Explanation of FXS and FXO

Belong To | Parameter Explanation
There are twomodule statuses: Ready and Cor
Module Status .
Failed
Parameter Status | There are two parameter statuses: OK and error
FXS . There are two SIP register statuses: Registered
SIP Register Status .
Unregistered
Hook State There are two hook states: Onhook and Offhook
There are two module statuses: Ready and Cg
Module Status .
Failed
Parameter Status | There are two parameter statuses: OK and error
. There ar IP register . Reqister
FXO SIP Register Status e e.a e two SIP register statuses: Registered
Unregistered
Hook State There are two hoogtates: Onhook and Offhook
Line State There are two hook states: Online and Offline
The state of the VOLTE channdf the VOLTE SIM
Channel State card is successfully registered, it means the ch4g
state is OK.
Phone Number The number of th®oLTE SIM card
VoLTE SIP Register Statuy Theregister status of the VOLTE trunk in use
Carrier Thecarrier of the VOLTE SIM card
Signal Thesignal strength of the VOLTE SIM card
Talking State Whether the SIM card is on cali not
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5.2.4DHCP Client List

UC120-1V1S10has a buikin DHCP server. When the DHCP serveei®bledit can assign
IP addresses to the clients connected to it.

Onthe Status A DHCP Client List interface, information of DHCP clients connected to the
UC1201V1S10gateway, such adientname, Mac address and IP address, is shown.

Figure 5-5 DHCP Client List

Status / DHCP Client List

v} Client Name MAC Address IP Address Expiration Status
1 GJFdeiphone 6C:8D:C1:05:A5:EE 192.168.11.173 2016-09-12 19:49:46 Online

5.2.5Fail2ban

Onthe Status A Fail2ban interface,you can see currentlyanned IP addresses t and historic
banned IP addresses. You can also unban those IP addressed that have been blocked before.

Fail2ban is a logparsing application that monitosystem logs for symptoms ah automated

attack on your deviceWhen an attempted compromise is located, using the defined
parametersfFail2ban will add a new rute block the IP address of the attacker, either for a set
amount of time or permanently. R#an can also alert you through email that an attack is

occurring.

Figure 5-6 Banned IP Addresses
Status / Fail2ban

Current Ban List
Index IP Ban time Release time Type Action

Operation History List

Common Ban Duration Operation time

For t he explanation of parameters related
>Fail 2band section.

5.2.6VPN

On theStatusA VPN interface the online records and historical record4Jaf1201V1S10
asa L2TP client, a PPTP client and an OpenVPN client are displayed.

Meanwhile,the UC1201V1S10 gateway can also serve as a VPN server, such as L2TP
server, PPTPesver and OpenVPN servdRelatedonline records and historical recordse
shown on thé&StatusA VPN ->OpenVPN Serveror Status-> VPN -> L2TP/PPTP Sener

Access Listinterface.
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Figure 5-7 VPN Connection Records
Status / VPN

OpenVPN Client OpenvPN Server L2TP Client FPFTF Client L2TR/PPTP Server Access List

Online Record
Index Protocol IP Address Gateway Server Address RX [ TX Bytes Login Time Connection Time

This section contains no records yet

History Records
Index Protocol IP Address Gateway Server Address RX/TX Bytes Login Time Connection Time

This section contains no records yet

5.2.7Current Call

On Status A Current Call interface, the source, destination, calling number, called number,
start time, answer time, state and duration of the currentimealcall are shown. If there is
no current call, no information will be shown

Figure 5-8 Current Call Information
Status / Current Call

Index st Dest Caller Called S@artTime AnswerTime  State  Duration

5.2.8Parking Lot

You can use the parking featueepark a call, and then retrieve the call either from your

phone or another phone. After ypark a call, the call is placed dold, you can continue the
conversation after retrieving it.

On theStatus-> Parking Lot interface, the numbers that are parked and the parking duration
are shown.

Figure 5-9 Call Parking Status
Status / Parking Lot

Index Parking Number Source Duration

5.2.9CDRs

Click Status A CDRs, and you carset query criterido query the CDRs (Call Detailed
Records) that you want on the displayed interface. Meanwhile, you are allowed to clear CDRs
or export CDRs through clicking thempty or Export button. The maximum numbeif o
CDRs that can be saved is 5000.
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CDRs cannot be saved on t8@mtusA CDRs interface unless the CDRs function has been
enabled on th&ystemA Setting interface.

Figure 5-10 CDRs
Status / CDRs

CDRs Query Param

Start Date 219 «| |11 | |1 v End Date 2018 «| |11 v | (20
Caller Called

Source Any v Destination Any v
Iin Duration

Max Duration

CDRs List

Index  Caller Called Destination Start Time End Time Duration Hangup By Codec Hangup Cause Qi
1 8000 FXS Extensi... *158 2019-10-12 18:22:25 2019-1012... 7 Caller PCMA MNormal Clearing
2 8000 FXS Extensi... *158 *158 2019-10-12 18:19:35 2019-1012... g8 Caller PCMA MNormal Clearing
3 8000 FXS Extensi... *158 *158 2019-10-12 18:14:28 2019-10-12... 8 Caller  PCMA Normal Clearing
4 8000 FXS Extensi... *158 *158 2019-10-12 18:12:09 2019-10-12... 9 Caller  PCMA Normal Clearing

Click StatusA Sewvice, and the service status 0€1201V1S10is displayed. This function

is enabled by default. The Web, SSH and Telnet service can be disabled and their ports can be
modified on theNetwork A Access Controlinterface. If no running status is shown, it
means exception hasccurredon UC120

Besides, if syslog is disabled on tBgstemA Setting interface, the logs cannot be uploaded
to the server, but log service is still running.

Figure 5-11 Service Status

Status / Service

Running Status

Ivlsg Service Running
Switch Kernel Service Running
Log Service Running
Upgrade Service Running
Web Running
55H Running
Telnet

Remote Proxy
MNATS Senver

5.2.11Performance

On the Status>Performance Interface, you can see the peformance statistics of the system.
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Figure 5-12 System Performance

Status / Performance

5 5 (Auto) v

usr sys io sirg

5.2.12About

On the Status A About page the device modeldevice SN,hardwae ID, MAC address,
IMEI, VOLTE module, boot image, root image, WIFI driver firmware Version of the
UC1201Vv1S10device are displayed.

Figure 5-13 Device and Company Information

Status / About

Copyright

www.dinstar.com

DINSTA Tel: 86-755-26456664/61919966
A

Copyright @ Dinstar Technologies Co., Ltd. All Rights Reserved.

System

Device Model uc120-1v1810

Device SN De00-0520-1314-0001

Hardware ID 4834-1308-2823

MAC Address FB-AD-3D-59-F7-19

Boot Image ]

IMEI 866758042582623

VoLTE Module EC25EFAROGADIMAG

Root Image 13

Firmware Version 2.551.4 2019-10-11 22:30:58 CST +0800
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5.3System

Configurations forhostname, timezone, NTP, login username & password, other user name,
provision, TRO69pperation log, service log, upgrade/backup/restore, IVR upload, Command
Line, cloud server and device reboot can be carried out in the System section.

5.3.1Setting

On theSydem A Setting interface, you can modify the device name, set a new timezone,
synchronize local time and enable CDRs, Syslog as well asiibNIEP server.

Figure 5-12 Basic Setting
System / Setting

General

Hostname uciz2o

Language English v
Timezone UTC v

Local Time 2019-11-20 09:40:39 =TI iRl G-
Date Format YY-MM-DD v

CDRs Enable v

Log

Service Log Level Notice v

Enable Syslog

Time Synchronization

Enable builtin NTP server v
NTP server candidates D.pool.ntp.org ()
1.pool.ntp.org ®
2 pool.ntp.org )
3.pool.ntp.org H@®
| Cancel [ Save | Roset
Figure 5-4 Explanation of Basic Setting Parameters
Parameter Explanation
Hostname The name of the gateway. After it is configured, the name will be
displayed on the left of the menu bar.
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Timezone You can choose a time zone you want. The default value is UTC
(Universal Time Coordinath

Local Time Thecurrent time based on current time zone. It is synchronized v
NTP.

CDRs If it is enabled, CDRs will be saved automatically. 5000 CDRs ca|

saved at most and they can be queried osthieisA CDRs
interface. If it is disabled, CRs will not be saved

Service Log Level

There are eight levels, including Debug, Info, Notify, Warning, Er
Critical, Alert and Emergency

Enable Syslog

Whether to enable syslog

Time
Synchronization

If NTP server is enabled, th#C120-1V1S10can besynchronized
with the world standard time. Meanwhile, ymiable to add or
reduce NTP servers. Please consult local telecom operators or s
internet for the address of NTP servers.

Delete a NTP Server

@®

Add a NTP Server

5.3.2User Manager

Click SystemA User Manager, and you can modify the username name and password for

logging in theUC120-1V1S10gateway. Factorglefauls for usernam@ame and password

are admin and admin@123#espectively so it is advised to modify them for security

consideration.

The abovementioned username and password are also used to log in Web Interface, Telnet and

SSH.

The super administrator of the device can add different users to the device and assign different
roles for them, likeobserver, operator and administraiifferent roles can be allocated with

differentpermissions to the functions.
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Figure 5-14 Modify Username ,Password and Manager Users

System / User Manager

Modify Password

Current Usemame admin
Old Password
New Password

Confirm New Password

Other User Manager
Usemame User Group Expiration Description Status

This section centains ne values yet

Figure 5-15 Add New User

System / User Manager / New User

MName
User Group Administrator v
MNew Password

Confirm New Passward

Expiration 2029 v |11 v 29 v
Description
Status Enable v

Web Access Permission

Status View
System Wiew
Network View
Profile Wiew
Extension Wiew
Trunk View
Call Control WView

[ores | o |

Figure 5-5 Explanation of Provision Parameters

Parameter Explanation

Name The name of the new user. After it is established, the name and {
password wilbe used tdog into the web pagef the device

User Group You canchoose a r@ for the new user, such agministrator,
operatorandobserverThe default value iadministrator.
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New Password Setting the login password for thewuser.The passwordeeds to
consist of8 to 32 characters.

Expiration The expiry date when thesercannot log in the device any more.
Status Choose enable or disable.

Web Access The permissions to view status, system, network, profile, extensi
Permission trunk and call control.

5.3.3Provision

Provision is used to makdC1201V1S10automatically upgrde with the latest firmware
stored on an httperver an ftp server or a tftp server.

As for how to configurdJC1201V1S10and http/ftp/tftp server for Provision, please make
reference to the instruction guide of Provision.

Select the checkbox on the rigif Enable, and you will see the following interface:

Figure 5-16 Provision

System / Provision

Enable CJ

Periodic Check

o
-

Check Interval(s) e
URL ftip: M 72.16 77.200/h
Username Dinstar

Passward

........ O
Proxy Address

Username

Fassword o

=N

Table 5-6 Explanation of Provision Parameters

Parameter Explanation

Periodic Check | Whether to enable pedi check. If it isenablel, the gateway will
automatically checkvhether the firmware wsion store on the URL is
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updated.

Check Interval | The interval to checiwhether the firmware weion store on the URL
is updatedIf it is 3600s, the gateway wilheck every 3600s.

URL The URL of the http/ftp/tftp server:
For example:
ftp://172.16.77.200/home
tftp://172.16.77.200/provision.xml
http://test.domain.com/test

Username Thelogin username of the http/ftp/tftp server

Password The login password of thettp/ftp/tftp server

Note: Proxy Address, Proxy Username and Proxy Password are optional to be configured.

5.3.40peration Log

The logs tracing the operations carried out on the Web can be queried SgsthenA
Operation Log interface. You a¥ allowed tcset query criterigo query the logs that you want
and to export the logs through clicking tBeport button at the topight corner.

Figure 5-17 Operation Logs

System / Operation Log

Only latest 100 records provided to show, if want to see more, you can export it!

Index Time Level Access Source Operation Page
100 2019-11-29 Fri 09:58:42 Info 172.19.1.11:52650 View system/provision

99 2019-11-29 Fri 09:52.09 Info 172.19.1.11:52549 Add New Config system/security/user/fadd
98 2019-11-29 Fri 09:49:05 Info 172.28.69.117:62291 View

97 2019-11-29 Fri 09:43:52 Info 172.19.1.11:52415 Add New Config system/security/user/add
a6 2019-11-20 Fri 09:42:01 Info 172.19.1.11:52358 View system/security

a5 2019-11-20 Fri 09:40:21 Info 172.19.1.11:52356 View system/setting

94 2019-11-29 Fri 09:39:05 Info 172.2869.117:62173 View status/overview

a3 2019-11-20 Fri 09:39:03 Info 1722869117:62173 View status/pstnstatus

92 2019-11-29 Fri 09:38:58 Info 172.2869.117:62171 View status/overview

91 2019-11-20 Fri 09:38:56 Info 1722869117:62171 View status/sipstatus

ap 2019-11-20 Fri 09:38:48 Info 172.28.69117:62161 View network/access_control
89 2019-11-29 Fri 09:38:23 Info 1722869.117:62162 View

88 2019-11-29 Fri 09:38:23 Info 1722869.117:62162 Login Succ

87 2019-11-29 Fri 09:38:17 Info 1722869.117:62155 View

85 2019-11-29 Fri 09:38:05 Info 172.19.1.11:52312 View status/about

85 2019-11-29 Fri 09:37:53 Info 172.19.1.11:52311 View

84 2019-11-29 Fri 09:37:53 Info 172.19.1.11:52311 Login Succ

Note: Operation logs are gendyalsed to locate faults by device manufacturer.
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5.3.5Service Log

Service logs (the running logs 0C120-1V1S10 can be exported on tf8ystemA Service
Log interface.Those logs are used fanalyzingwhere a problem hasccurredon the
gateway.

Figure 5-18 Service Log

System / Service Log

5.3.6Config Changes Log

On the System A Config Changes Log interface, the configurationchanged by
administrator on the Web of the gateway are recorded.

Figure 5-19 Config Changes Log

System / Config Changes Log

Sat Oct 12 15:00:44 2019

Hetwork / Edit

5.3.7Backup/Restore/Upgrade

On the System A Backup/Restore/Upgrade interface, you can back up or restore
configuration data, and can upgrad€120to a new version. But you need to restart the
device for the change to takdesft after executing restore or upgrade.

Figure 5-19 Backup/Resotre/Upgrade
Figure 5-20 Upgrade the Device

System / Backup/Restore/Upgrade

Upgrade Backup/Restore VoLTE Medule Upgrade

Please Select Upgrade Type System

No file chosen

Choose File | !
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Note: the file you choose to be upgraded on the above interface is a lowethiliéethe
version file upgraded through the Provision function is a file from http/ftp/tftp server.

Figure 5-21 Back up configurations

System / Backup/Restore/Upgrade

Upgrade Backup/Restore VolLTE Module Upgrade

Choose backup files and download #| System ¥ Network ¥/ Service

Download
Reset to defaults #| System || Network | Service

Restore from the backup No file chosen

Choose File

Restore to History Backup

Index User Backup Time
1 admin 2019-10-12 19:01:05 OOH®
2 admin 2019-10-12 18:48:13 OD®

Figure 5-22 Upgrade VOLTE module
System / Backup/Restore/Upgrade

Upgrade Backup/Restore VoLTE Medule Upgrade

Please Select Module Type SIMCOM_SIMT600CE-T v
Please Upload File Choosa File | Mo file chosen
Port Module Software Version Module State Upgrade Progress

Table 5-7 Explanation of Backup/Resotre/Upgrade Button

You can download the configuration data to be bdcip. Select any of the
Download | checkboxes on the left of System, Network and Service, and then click]
Download

Select any of the checkboxes on the left of System, Network and Servi

Reset and then clickReset andconfiguratiors related to the selected paitl be
restored to factory defaults.

Restore Choose a backup file, and then clRkstore

Choose dile to be upgraded (which is provided by Shenzhen Dinstar C
Upgrade Ltd.), and then clickJpgrade.
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5.3.8Voice

On theSystemA Voice interface, you can upload an IVR file according to your needs. At
present, only wav audio file is allowed. The format of the w#dawav audio file must be:
monaural, 8000hz, 16biand size of no more than 1M

Figure 5-23 Upload IVR File

System / Voice

Type Name Description Operation
Waiting Music default waiting music Default waiting/hold music, will play repleatly }
IVR default ivr Default IVR welcome audio }

Waiting Music v No fi...osen

Choose File

The format of wav audio file should be monaural, 8000hz, 16bit, and a size of no more than 1MB.

5.3.9Command Line

On theSystemA Command Line interface, some commonlysed command lines can be
directly selected in the dradown box, and therefore user has no need to enter command
lines on Telnet. In this way, the efficiency of problem diagnostics is greatly improved.

Commonlyused command lines include fxo config, fxo status, fxs config, fxs stgfus
status, gsm bcch, gsm oper, sip status, sip profile and so on.

Figure 5-24 Command Line

System / Command Line

=t N

fxo status “
fxs config

fxs status

gsm status

gsm bcch
gsm oper
last apply status
sip profile 1 restart
.

5.3.10Diagnostics

Use a telephone line to connect the FXS port and the FXQaral then inserdn SIM card.
On theSystemA Diagnosticsinterface, select a module (FXS/FXO or LTE ) that you want
to diagnose. Click Start, and the gateway will begin to diagnose the selected module(s).
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If the progress bar of diagnostics is green, it means the module that is diagndsedsiip
if the progress bar is red, it means the module that is diagnosed is faulty.

Figure 5-25 Diagnostics

5.3.11Cloud Service

Cloud service is mainly used to centrally manage all kinds of devices. Thrimughservice,

you can query the status of a device, upgrade devices at batch, log in or configure a device
remotely. ThedUC1201V1S10gateway provides Cloud servidenter the IP addresservice

port and passwordf the Cloud serverand therthe gatewawvill connect to the loud server.

Figure 5-26 Cloud Server

NATS Server:
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